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1	Impacts
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	X
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
N/A
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	

	5GS_Ph1-SEC
	SA3
	750016
	Security aspects of 5G System - Phase 1



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	 




3	Justification
SA3 has received from GSMA two liaison statements S3-213806 and LS S3-221737. GSMA progress is pending on SA3 specified 5G N32 security and requirements on SEPP in 3GPP. In summary:
· S3-213806: N32 security in mediated roaming scenarios
The GSMA is working on best practice guidance and related specifications for how operators interact with both IPX and roaming hubs. However, the pre-5G architecture of these methods uses the 4G hop-by-hop security paradigm. 
In 5G, SEPP communication for roaming relies on end-to-end security by design as specified in TS 33.501, i.e., messages are authenticated and integrity-protected between the SEPP of the visited network and the SEPP of the home network. This creates the need to study in more detail how the migration away from hop-by-hop security can be achieved without loss of the benefits provided by IPX providers and roaming hubs while the 5G security requirements on N32 are met. 
· S3-221737: Security in hosted SEPP scenarios
In some scenarios, the operator may decide to outsource the operation of its SEPP to an external entity. This scenario is called the “Hosted SEPP” scenario. The Hosted SEPP scenario introduces security requirements which must be fulfilled by N32 and by the connection between PLMN and Hosted SEPP. 
The decision of an operator to outsource the operation of a SEPP to an external entity can be independent of whether and which IPX providers are used, and whether and which roaming hub(s) are used. In case an operator uses a Hosted SEPP, the security perimeter of the PLMN as described in TS 33.501, clause 4.2.1, extends to an entity external to the PLMN. 
SA3 has received further GSMA LSs in S3-231717-20. The analysis of security relevant requirements can be captured in this study, in support for making a decision on immediate normative work in Rel-18 as requested by GSMA.
SA3 has also received an LS with a working assumption solution in S3-231721, which would be useful to capture in this study and further evaluate.

4	Objective
The study will focus on security for N32 and SEPP hosted scenarios for 5G roaming raised via liaisons with GSMA.
Identified topics are:
· N32 security in mediated roaming scenarios
· Security in hosted SEPP scenarios



5	Expected Output and Time scale
	New specifications 

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TR
	33.XXX
	Study on security for N32 and SEPP hosted scenarios
	TSG#101
	TSG#102
	Jerichow, Anja
Nokia
anja.jerichow(at)nokia.com

	
	
	
	
	
	




	Impacted existing TS/TR

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	

	
	
	
	



6	Work item Rapporteur(s)
Jerichow, Anja (Nokia): anja.jerichow@nokia.com 

7	Work item leadership
SA3

8	Aspects that involve other WGs
The result of this study can have impact to CT4 specifications. 

9	Supporting Individual Members

	Supporting IM name

	Nokia

	Nokia Shanghai Bell

	Deutsche Telekom 	Comment by Nokia4: Supporting companies to be confirmed

	Mavenir

	Huawei

	HiSilicon

	Ericsson

	Vodafone

	

	



